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SMART MICROWAVE SENSORS

2 REFERENCE DOCUMENTS

Using this guide, it is advised to also familiarize yourself with the following documents. They may
be referenced in this guide when necessary.

[1] TOPGRD Sensor Documentation

2] COM HUB Relay Documentation

[3] COM HUB Relay Changelog Documentation
[4] User guide - COM HUB Relay credentials
[5] Relay 32 XP Module User Guide

Table 1: Reference documents
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3 OVERVIEW

The TOPGRD sensor [1] operates in the 77GHz frequency range. This smartmicro radar can be used
in tandem with the COM HUB Relay interface to provide a comprehensive solution for traffic
detection at signalized intersections worldwide.

The COM HUB Relay has 2 versions:

e COM HUB Relay 8, which interfaces with maximum 2 TOPGRD sensors via Power Line
Communication [2] and provides maximum 8 relay outputs

e COM HUB Relay 24, which interfaces with maximum 4 TOPGRD sensors via Power Line
Communication [2] and provides maximum 24 relay outputs

This edge device can then be interfaced to traffic controllers as required. It can also be connected
to the Relay 32 XP Module to supplement another 32 relay outputs. [5]

This document is a step-by-step user guide covering all aspects of this system, from sensor
configuration and installation to deployment and maintenance.

4 SYSTEM COMPONENTS & CONFIGURATION
A typical configuration is as depicted in Figure 1.

User tablet/notebook/laptop

=
BLene: @E TOPGRD radar sensor + PLC J-Box + Mounting Bracket
A o o'
Wireless Wireless Setup through WI-Fl or ]
Setup through WI-FI Wired Setup lthrough LAN I
sssssmEmumEnnns switch
‘ 1

Traffic WEB ’h up to 2 radar sensors
COM HUB Relay 8 - (Wi}

<300m Simple 3-Wire Cables
Power + Ethernet via PLC

LAN | Traffic Light

IIIIIIIIIIIII‘ controller

If a COM HUB Relay 24 is used, there are two Ethernet ports, the description and usage of which
are as follows:

e One 1Gbit speed Ethernet interface and RJ45 LAN connector for Uplink.

e One 100Mb Ethernet Interface for connecting additional modules like the Relay 32 XP
Module.
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5 SYSTEM PRE-CONFIGURATION, INSTALLATION, DEPLOYMENT & VALIDATION

This section details the system pre-configuration, installation, deployment and validation in a step-
by-step process of the system configuration depicted in Figure 1. For this document, a wired setup
through LAN is initially assumed.

5.1.1  PREREQUISITES
For this installation, you will need the following:

e TOPGRD sensor with compatible satellite firmware. Please check the COM HUB Relay
changelog document [3] for firmware compatibility with the COM HUB Relay firmware that
yOu pOSSess.

e Smartmicro brackets

e PLC J-Box

e Cable (3 wires, for PLC) to connect PLC J-BOX with COM HUB Relay
e Steel bands

e Flat Screwdriver

e Hex key (supplied with PLC J-Box)

e COM HUB Relay 8 or COM HUB Relay 24.

e Ethernet cable with RJ45 connectors.

e Laptop/Computer with a configured IP of 192.168.12.x and with a subnet mask of
255.255.255.0, where x is any value from 1-255, except for 2.

e Relay 32 XP Module - optionally required if the number of usable relays needs to be
expanded, and only compatible with the COM HUB Relay 24.

5.1.2  TRAFFIC WEB Ul PRE-CONFIGURATION

The COM HUB Relay and sensors are configured by a web-based platform called the Traffic Web
Ul. This is accessible from any browser once the COM HUB Relay is connected to the PC.

e Connect the system as seen in Figure 1 with a TOPGRD and a COM HUB Relay connected
to a laptop with an Ethernet cable.

e In a browser, connect to the COM HUB Relay at its default IP of 192.168.12.2. If you face
any connection issues, ensure that your laptop’s IP is configured as mentioned in Section
5.1.1

e Logintothe COM HUB Relay using “admin” as the default username and “admin” as default
password. From COM HUB Relay firmware version 7.5.0.3 onwards, the password can be
changed but the username cannot be changed. [4]
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~ * COMHUB smartmicro Web Ul X + - O

€« 5 C M (&Nm;ecuﬂ? 192.168.12.2/lagin (o5} ﬁ) ®

HH Apps :: #® Home | Salesforce @ Deepl &% smartmicro Redmine @ companies Onedrive € System Dashboard -... 0 Personio - Dashboard

. smartmicro

|

Log in to smartmicro config app

Enter your login details below

Login
admin
Password
)
'l\ ,".‘ ..... Qf)
T
P PN

¢ Inthe dashboard, check if the COM HUB Relay and the sensor that you've connected should
be recognized in “Device Overview”. If not recognized, check the compatibility of the
firmware of the TOPGRD with that of the COM HUB Relay in the changelog. [3]

Devices overview

COM HUB Relay 8 = L Updatefirmware  ~
= COM_HUB_Relay_7.5.0.3.img.enc
B e — Update and reboot a
Firmware version: Serial number:
7503 0x000005a4
Sensors &L Update firmware |~

Unused (0x0004D4BA)

Type FWwersion  Config  Serial No.
UMRR-A4, 8615 1001 0x0004D4BA
N
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5.1.3  SENSOR AND COM HUB RELAY CONFIGURATION WITH TRAFFIC WEB Ul

A configuration needs to be created to send to the sensor to get data from the sensor. Follow the
steps below to do so. You can also contact the smartmicro support team to arrange a training
session if further information is required. A new configuration is created as follows: Dashboard>
All Configurations>Create New Configuration> “Create from scratch”.

Create new configuration

Create from scratch

Upload configuration

Cancel

e Give the configuration a name, and click on “Create”

Create new configuration

Name

‘ example| ‘

Cancel

When creating a new configuration for a radar system, following steps are needed:

e Upload an intersection map or drawing, see §5.1.3.1

e Draw lanes, see §5.1.3.2

o Draw detection zones and allocate event trigger and/or data functions, see §5.1.3.3
e Drag and drop radar beam, see §5.1.3.4

e If needed, add polygons, see §5.1.3.5

e Set communication parameters correctly, see §5.1.3.6

e Activate the configuration to the connected devices, see §5.1.3.7
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5.1.3.1  LOCATION

This tab is used to load the underlying image upon which the configuration is created. The
different options are elucidated here:

n o u

e Provider: Either “Google Maps” or “Own Image file”. “Google Maps” will download a
satellite image from Google, while “Own image file” allows the user to upload his own
image onto the configuration. For the latter option, a scale of the distance between any
two points must be provided by the user. Scale is selected as highlighted on the top
right, and when the scale appears, the endpoints can be moved, and then the measured
distance should be provided as highlighted below.

<)

@ Location v

Provider
Own image file

~

Upload file

Measured distance [m] ®
25

GPS coordinates
Latitude Longitude

- 0 + - 0 +

\"‘E\.’\\ >x"A Version no. 7.5.0.5

e Address: If Google Maps is selected, the address of the installation can be zeroed in by
typing in the address in the address bar. A search menu is also available to help the
user in case of ambiguity. Once the map is located, the mouse can be used to pan in all
directions to zero in on the area of interest. The search can also be conducted by
entering GPS coordinates.

e Satellite view: can be toggled ON or OFF. It is recommended to press “Yes” as it helps

with accurate lane depiction later in §5.1.3.2.
e GPS Coordinates: shows the GPS coordinates of the current location
replaces

e Next Step confirms the location and the live view with a screen capture.
o 4 “ uma % ) = !

Adaress

uuuuuuuuuuuuu
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5.1.3.2  LANES

This tab is used to define lanes upon the image loaded in the previous step. Lanes should be created
in all areas where detection is required and should mirror real-life lane configuration

TOPGRD & COM HUB RELAY - USER GUIDE

Press the “Add first lane” button. Click on the map once to define the start-point of the
lane. Click on the map a second time to define the endpoint of the lane. The endpoint
should extend at least until end of the sensor beam, which is later defined in §5.1.3.4.

The start point and end point can be redefined at any point by clicking and holding on

the nodes present at these points and moving them with the mouse. A visual simulation

is provided in the Traffic Web Ul which explains how the lane can be drawn as well.

@ Lanes

~

Draw the lanes on which you want to detect
and measure traffic.

Add first lane

e Once alane is created, there are several features available to change its geometry and
properties to make sure the traffic in the actual lane is reflected.

Hover the mouse point anywhere over the black line to spot a white dot highlighted in

red below. If clicked this creates a node. This node can then be pressed and held with

mouse to create curvature in the line to reflect the geometry of the actual lane in the

image. Several nodes can be added to recreate the geometry of lanes with
unconventional shapes.
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e Once a lane with the appropriate geometry has been created, the following options are
available as depicted in the image below:

o Traffic flow direction: Unidirectional/Bidirectional - The former setting tracks
the flow of traffic in one stated direction as seen by the arrows on the lane,
while the latter ensures that the sensor tracks traffic in both directions.

o Change direction: Allows the user to change the direction of the lane, if the
traffic flow direction is set to unidirectional.

Length: Shows the current length of the lane in m.

Width: Shows the current width of the lane in m and allows the user to change
the width of the lane.

o Lane Usage: “No Restrictions” is for all traffic while “VRU Lane: is for lanes that
are reserved for bicycles and pedestrians only.

o Coordinates: Displays and allows the users to manually change the
coordinates of the lane. Also allows the user to add or delete nodes. Co-
ordinates are defined according to the point chosen in the “Location” section
defined in §5.1.3.1.

o Add another Lane: Allows the user to create another Lane.

Next Step: Once all lanes are configured, the user can then move on to
creating zones.
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(2) Lanes v...\:

Traffic flow direction

‘ Unidirectional Bidirectional

— Change direction

Width [m] Length [m]
- 35 +
Lane usage
No restrictions VRU Lane
Coordinates [m] @ Addnode © Delete node *
X-Axis Y-Axis
- 159.06 + - 91.87 +
- 131.59 + - 71.74 +
- 96.65 + - 41.32 +
- 16.29 + - 36.2 +

(® Add another lane

< Previous step Next step >

If a new lane should be created which is symmetrical to an existing lane, the plus button
highlighted in red can be used to create such a lane. A plus button to the left mirrors a
lane to the left while the plus button to the right mirrors a lane to the right of the existing
lane.
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e An example of an intersection with four lanes superposed on the map is seen below.
N W// |

44 s & N

5.1.3.3  ZONES

Zones are user- defined areas in lanes, where some specific event or data from the sensor may
be obtained. The creation of zones is required to get either event trigger data or to get statistical
data.

e Press the “Add first zone” button. Click somewhere on one of the lanes once to define
the start-point of the zone. Click somewhere a second time to define the endpoint of
the zone. The zone length is defined by these two points, whereas the zone width
automatically takes on the width of the lane it is present on. The start-point and end-
point of the zones can be redefined at any point by clicking and holding on the nodes
present at these points and by moving them with the mouse. A visual simulation is
provided in the Traffic Web Ul which depicts the creation of a lane.
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Draw the zones on which you want to detect
and measure traffic.

e If the zone the lane is attached to is bidirectional, the zone direction can be changed
at will by dragging one of the nodes depicted in white to the opposite direction.
|
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Once a zone has been created, the following options are available on the Traffic Web
Ul as seen in the image below:

O

o O O O

Attach To: This option allows the zone to attach to one of any of the defined
lanes, or alternatively to be detached entirely from any of the lanes.

Length: Shows and allows the user to change the length of the lane in m.
Width: Shows and allows the user to change the width of the lane.

Distance from beginning/end: Shows the distance of the zone from the
beginning/end of the lane it is attached to.

Coordinates: Displays and allows the users to manually change the
coordinates of the zone. Co-ordinates are defined according to the point
chosen in the “Location” section defined in §5.1.3.1.
Enable trigger functions - toggles trigger functions
Enable traffic statistics - toggles traffic statistics
Add another zone - Allows the creation of additional zones.
Next Step: Allows the user to progress to the next step in the configuration
once all necessary zones have been created and configured.

@ Zones v

Attach to

Lane 2

Width [m] Length [m]
= 1511 +
Distance from beginning [m] Distance from end [m]

- 12185+ = ns  +
Coordinates [m]

KoAxis Y-Axis

Enable trigger functions

Enable traffic statistics

(@ Add another zone

< Previous step Next step >

Trigger Functions: When toggled on, it allows the zone to be configured to an output of
the COM HUB Relay. For COM HUB Relay 8 and COM HUB Relay 24, the first 8 and 24
virtual outputs are mapped in chronological order to the physical relays respectively.
Various functions and custom zone timings are available, further information for which
can be found in the Full sensor documentation [1]. When a zone is mapped to a relay,
the output mapped depicted will be in orange, as seen in the example below where the
zone is mapped to Output 1. Object classes can also be defined (the buttons in orange
are the active classes).
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Function

Presence detection

Object classes Select all

x-

e ll=][=][=]

Output

1 Output 1 16

Custom zone timing a

e Optionally, if a Relay X32 module is used, it can be connected to the COM HUB Relay 24
only and not the COM HUB Relay 8. It is connected to the 100Mb ethernet port as seen
below.

l LAN

COM HUB
Relay 24

Relay 32 XP Module

32 relay outputs

Traffic Light
Controller

e For the above configuration, the last 32 outputs (outputs 33-64) will then be used as
highlighted below. Further information on connecting the Relay 32 XP Module can be
found in [5].
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Outpurt

1 Output 33 16

e vt e e e e e

e The different possible trigger outputs are as follows. A detailed description of
these can be found in Section 5.2.5 of [1].

Enable trigger functions [ On @)

Function

Presence detection
Queue

ETA

Speed

Wrong direction

Output

o Traffic Statistics: Once enabled, traffic statistics with several features will be sent by
the sensor via MQTT streams once deployed. Further information about this can be
found in the Full Sensor documentation in Section 5.2.4 [1]. The interval time for these
reports is fixed to 300 seconds.
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Enable traffic statistics [ On @]
Statistics feature activation Select all
Object classes Select all

Ly ‘ oo ‘ ‘ ) ‘ ‘ =] ‘

e Once all the necessary zones have been created, the user must later ensure that they
fall within the appropriate sensor beam range for a given object class, which is further
elucidated in §5.1.3.4.

5.1.3.4  SENSORS

In this step, the sensor used, the sensor position, and other parameters relating to the sensor are
defined.

o Select sensor type: Click on the “UMRR-A4" T171 selection box (this is TOPGRD radar).

Select sensor type
Select the type of sensor and then mark
the place on the map where you want to
place it.

UMRR-12 T48

UMRR-A4 T171

e A sensor beam is generated which you must then place on the map at the point where
you would like to install the sensor with a left-click of the mouse. Then, moving the
mouse left or right would change the sensor beam angle left or right, and once this is
satisfactory, a further click confirms the sensor beam. This point and the angle must
be chosen after site-surveying. This can be done by Google Street View or by visiting
the site in person. This includes:
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o Choosing a location where all the lanes and zones of interest are adequately
covered by the sensor beam depicted. The color coding for the different object
classes is seen in the image below.

I

TOPGRD & COM HUB RELAY - USER GUIDE

@ Zones
@ Sensors

mn

Place sensor on the map
Mark the point where you want to place the sensor and
then mark the direction you want to point it.

. 5 s =
. x Pedestrians 0?6 Bicycle

. & Ccar . B Truck

Place the sensor so that its range includes the object
classes you want to measure.

o Choosing a location where the sensor has a free line of sight to the area which it
must detect.

e After the location has been determined, mounting details of the sensor must be
determined. For this, project planning is required to determine, to the best extent
possible, the height, the elevation angle, and the azimuth angle, in which the sensor
beam can be said to be free of objects that can block the view of the radar
(occlusion), or objects that can cause the radar signal to bounce off of several objects
before returning to the radar detector (multipathing, leading to phantom objects).
Further information can be found at [6].

The rule of thumb for installation is:
o Height:6m
o Elevation angle: -8 degrees
o Azimuth angle: Angle between the sensor and zones of interest should be less
than 15 degrees. It can be altered by clicking on the line of sight (black line) of
the sensor, and moving it left or right

e Once this is determined, these can be entered into the Traffic Web Ul as highlighted in
black to show the corresponding beam range and shape. Minor adjustments can then
be made.
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X example
@ Location
@ Lanes
@ Zones
@ Sensors
Sensor 1- UMRR-A4 T171 G g -~ Ry
Coordinates [m]
Details
Elevation*®
- 3.0 +
Height [m] I 2
= 6.0 +
Azimuth®
- 1oz +

@® Add another sensor

ﬁ Sensors assignment

< Previous step Next step

@ Polygons

e Coordinates and details of the waveform of the sensors can be seen and altered as
seen below. In case of more than one sensor, care must be taken to set the
waveforms in different frequency bands to avoid radar interference.

Coordinates [m] -
K-Axis Y-Axis
- -25.19 + - 26.53 +
Details v
WFI

WF2*76.064 - 76.187 GHz

PRF set Time slot
o] - e
Power
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o WFI - The frequency bands ID setting allows the user to configure the sensor
to a frequency band. Opposite-facing sensors must be in two different
frequency bands, for example WFIT and WF2.

o PRF Set - Allows the user to select the Pulse Repetitive Frequency (PRF) Set
ID. If a second pair of sensors facing each other exists, it is recommended to
have them on a different PRF set from the first pair of sensors

o Time Slot — Can be chosen between 0 and 1.

o Power - Selects if the sensor is in the high-power mode or the low power
mode.

An example of the configuration of 4 sensors in an intersection is as seen. The Freq ID
label in this figure refers to the “WFI” setting.

Sensor 0
Freq ID: 2
PRF Set: 0

Sensor 2

Sensor
Freq ID: 2

FreqID: 1
PRF Set: 1 PRF Set: 1

Sensor 1
FreqID: 1
PRF Set: 0

In the event of more than one sensor in the configuration, sensors can be manually
assigned to zones if required by setting Assignment type to “Manual”. “Automatic”
Assignment checks the coverage of the zones and automatically assigns them to the
appropriate sensors.

|

S\ Sensors assignment v

Assignment type

Automatic Manual

Assign sensor to zones ™
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51.3.5 POLYGONS

Polygons are user-defined areas wherein properties that do not apply to the rest of the detection
area can be applied. They have multiple use-cases and are typically used in special scenarios where

the standard installation procedure may not be sufficient to ensure reliable detection. For further
information, refer to [1].

5.1.3.6 COMMUNICATION

In this tab, the default IP settings of the COM HUB Relay are displayed and can be changed if
required. It is important to note that this only saves the settings, but the actual implementation of
these settings is only performed in the Deployment phase in Section 5.1.4. In addition, the NTP
server can also be chosen, which is available from COM HUB firmware version 7.6.1.x.

IP scheme for COM HUB

The following values are the default. You can change them.

IP address Subnet
192.168.12.2 255.255.255.0
Gateway DNS Server
0.0.0.0 192.168.128.2
NTP Server

smartmicro.pool.ntp.org

5.1.3.7  ACTIVATION

Once paragraphs 5.1.3.1 to 5.1.3.6 have been performed, the configuration can be activated by
pressing on “Activate”. The user is then asked if they would like to “Save & Activate” the current

configuration or “discard” it. The former option is then to be selected to save the current
configuration into the COM HUB Relay and select it for further deployment.
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Activate configuration

You have unsaved changes. What do you want to

do?

Save & activate

Discard

Cancel

Multiple configurations may be created, saved and stored in the COM HUB Relay using the steps

elucidated in Paragraphs 5.1.3.1. t0 5.1.3.6. However, only one configuration can be set as “active”
at a given time.

In Dashboard>All Configurations> “:” menu, the following options are available.

e Activate - To activate the selected configuration.

e Export - To download the configuration onto your local computer.
e Edit - To edit the configuration.

e Rename - To rename the configuration
e Duplicate - To duplicate the configuration
e Delete - To delete the configuration.

All configurations

2025 Lyon 2025 East London ZA Con... :

Create new configuration Created at: 09.07.2025 Edit ated at: 25.07.2025
By: Admin Admin

Activate

Export

{2 Rename
Duplicate

Delete

If the user would like to exit the config, press ‘x’ on the top left to navigate back to dashboard.
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5.1.4  INSTALLATION & DEPLOYMENT

At the required installation point, install the sensor by mirroring the exact conditions you
created in the configuration in §5.1.3.4

At the height noted in §5.1.3.4, install the sensor connecting it to the PLC J-Box using a flat

screwdriver, and secure it using the bracket of choice. Steel bands may also be used when
necessary.

On the controller side, connect the sensor to the COM HUB Relay as was performed in the
pre-configuration phase. Power the sensor and connect it to a computer.

Login to the COM HUB Relay, and in the dashboard, navigate to Deployment > Start
Deployment to send the activated configuration from the previous step to the sensor. This
process must be repeated each time the configuration is subsequently edited.

Deployment i

Configuration not deployed!

Start deployment

The COM HUB Relay should be able to identify the sensors connected along with their serial
number and firmware versions. The sensors then need to be linked to the sensors created
within the configuration. Click on “Select” under Assign to, select the label of the sensor
used in the configuration and press “Assign”. In the event of a multi-sensor configuration,
care must be taken to assign both sensors individually to the correct sensor label.
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Deployment < Refresh

Detected devices
The following devices have been detected but have not been defined in the configuration. Assign

or enable them to the configuration.

UMRR-A4, T171 0x0004D4BA; FW version: 8.6.1.5

Assign to & Assign

Traffic Parameters ~
Edit configuration of the traffic parameters here

Configured sensors
Deploy configuration to the connected sensors.

* Missing 2
UMRR-A4 T171 o

Configured modules
Edit configuration of the other devices as necessary.

COM HUB Relay 8
Firmware version: 7.5.0.5 - Serial number: 0x000005a4

Connected o~

e The user should then receive the following message, indicating that the configuration was
successfully uploaded to the sensor.

'’

Live traffic Vv

0 Success

Sensor configuration uploading was successful

e After setting the sensor at the correct height, and uploading the configuration, the user
receives feedback from the sensor regarding its elevation angle and roll by clicking on
“Adjust Real Sensor Position”.
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X Deployment < Refresh

Detected devices
The following devices have been detected but have not been defined in the configuration. Assign
«or enable them to the configuration.

Traffic Parameters ~
Edit configuration of the traffic parameters here

Configured sensors
Deploy configuration to the connected sensors.

Sensor 1

Configured ¢
UMRR-A4 T171 0x0004D4BA '

Adjust real sensor position Adjust configuration

Elevation L

-87.9°

EXPECTED:-3.0°

Roll L]

-141.2°

Configured modules
Edit configuration of the other devices as necessary.

COM HUB Relay 8
Firmware version: 7.5.0.5 - Serial number: 0x000005a4

Connected

e The elevation angle can be changed by the knob on the bracket highlighted below. Change
it until it reaches the angle that you've set in the configuration, which will then give you a
green signal. The roll angle should always be 0 degrees.
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e An example of a sensor with the elevation and roll angle set correctly to within an
acceptable range of deviation is seen below.

Adjust real sensor position Adjust configuration

Configured modules
Edit confiauration of the other devices as necessarv.

e For the azimuth angle, it is recommended to have the sensor facing the road in
approximately the same manner as was set in the configuration. After this, when you begin
to observe objects appearing in the configuration, go to adjust configuration>Manual
Deployment> Azimuth Angle, and increase or decrease the azimuth angle until all the
vehicles appear in the correct lanes for the entirety of the distance of the lanes, and can be
verified by visual feedback from looking at the road. Once this is satisfactory, press on
“Reupload Configuration”. An “Automatic Deployment” option is available from COM HUB
Version 7.6.X.x.

Adjust real sensor position Adjust configuration

(i) Remember

- "Snap to lane" function is disabled while adjusting the configuration
- If you make changes to the configuration in manual deployment, you'll need to
reupload it

Manual Deployment D
Elevation®
= 0 +
Height [m]
= 0 +
Azimuth®
= 0 +

Y-Position [m]

- 0 +

L Reupload configuration
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e Press “Snap to lane” and set to “live traffic” on the top right corner of the map, if it's not set
already.

'\."{‘l "

: Snaptolane ON. \ leetrafﬂc V Q.

¢ Inthe deployment page, go to “COM HUB Relay 8"> IP scheme for COM HUB Relay.
Pressing “Apply IP settings” here would then change the IP scheme of the COM HUB
Relay, as well as the NTP server settings. “Save IP Settings” would record the settings in
the Traffic Web Ul, but the actual implementation would only be performed with “Apply IP
Settings”.

Configured modules
Edit configuration of the other devices as necessary.

COM HUE Relay 8

. o . Connected
Firmware version: 7.5.0.5 - Serial number: 0x000005a4

IP scheme for COM HUB

@ Remember: If you make changes to the configuration, you'll need to reupload it.

IP address
192.168.12.2
Subnet Gateway
255.255.255.0 0.0.0.0
Save IP settings Apply IP settings

e At this point, the sensor is installed, should function properly and deliver data as required.
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5.1.5 MAINTENANCE & DATA VISUALISATION

The maintenance tab can be used to monitor and check the system. It is accessed from the
Dashboard as highlighted below.

Health Status

Temperature Blind Rain Interferences

Sensor 1 W 50.85°C 0% 0% 0%

Output test overwrite ~

FailSafe configuration ~
Object simulation ~
PLC diagnostics ~

COM HUB diagnostics ~

5.1.5.1 HEALTH STATUS

In this section, the health status of the connected sensors can be viewed, along with other details
of the sensor such as its serial number, firmware, type and whether it is configured or not. It also
provides information about the following.

e Temperature: The current temperature of the sensor

e Blind: the percentage to which the field of view of the sensor may be blocked. If there is a
red signal here, this must be investigated, and site surveying must be performed to
determine the cause of this issue. It is reported as a percentage value, and a green/red
signal is used to distinguish between tolerable/ potentially intolerable values.

e Rain: The included rain detection algorithm of the sensor can detect if there is a presence
of heavy rain or snow conditions, where sensor performance may be reduced. It is reported
as a percentage value, and a green/red signal is used to distinguish between tolerable/
potentially intolerable values.

o Interference: The sensor detects if there are frequency interferences from sensors or other
devices in the vicinity that may hamper the performance of the sensor. It is reported as a
percentage value, and a green/red signal is used to distinguish between tolerable/
potentially intolerable values.
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Health Status (
Temperature Blind Rain Interferences

Sensor 1 ~ 50.85°C 0% 0% 0%

Type: FW version: Serial No.: Status:

UMRR-A4, T171 8615 0x0004D4BA Configured

5.1.5.2  OUTPUT TEST OVERWRITE

The output test overwrite function can be used to check the relays of the COM HUB Relay, as well
as for testing outputs while integrating into a traffic controller. As mentioned in Section 5.1.3.3, the
first 8 or 24 outputs have been mapped to the physical relays present on the COM HUB Relay 8 or

COM HUB Relay 24. Thus, these can be forced ON or OFF by clicking on the required output.

Output test overwrite ~

Click on the output 1o set is as active. Click again to deactivate.

1 16

Selectall Deselect all

On the Traffic Web Ul, any zone with triggers configured to an overwritten output will also be turned
on, and the corresponding triggered zone is also visually highlighted in orange as seen in the
example below.
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0] Sensor1 v/ 1385°C ® o Qo ® o

Output test overwrite v

Click on the output to set is as active. Click again to deactivate.

1 16

Selectall Deselect all

FailSafe configuration ~

Object simulation ~

PLC diagnostics A

COM HUB diagnostics ~

On the COM HUB Relay, an active relay will also have its corresponding relay LED on.

5.1.5.3  FAILSAFE CONFIGURATION

For the blind, rain and interference statuses mentioned in §5.1.5.1, the sensor provides a failsafe
mode, wherein certain or all outputs can be turned on in the event of failure in the health statuses.
This provides the user with an error signal, which can be used to alert the operator to check the
configuration and the health statuses to diagnose potential issues. In the failsafe configuration
menu seen below, the following options are available, listed in numerical order in line with the menu

1. Used to select the sensor to which it applies using a dropped down menu

2. Selecting the outputs that must be turned off in the event of a failsafe, and to provide
hysteresis if required

3. Selecting the health status for which the failsafe should be applied. A delay can also be
provided as required
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1 Select a sensor to which configuration should be applied

Sensor 1

2 Select outputs

1 16

Selectall  Deselectall

Hysteresis [s]

- 30 +

3 Edit selected factors of FailSafe configuration

Blind Delay [s] - 100 + ‘

Interference Delay [s]

‘ Rain ‘

Apply

Once the required operations are selected, “Apply” must be selected to send this configuration to
the sensor. “Set to default” sets it back to the default settings, which is also seen in the example
above.

5.1.5.4  OBJECT SIMULATION

A simulation mode is provided for testing sensor configuration and output behavior prior to
installation.

In the example given below, the following options are elucidated.
e Number of objects per lane - To define the number of objects to be simulated per lane. For
this example, 2 objects are to be simulated
e Lane Name - Displays the lane name

e Object Type - To select the object type to be simulated which can be chosen by a drop-
down menu. Lanes 1,2 3,4 have the object types of cars, motorbikes, transporters and short
trucks respectively

e Object Type - To select the object speeds to be simulated in km/h which can be chosen by
a drop-down menu. Lanes 1,2 3,4 have object speeds of 30 km/h, 20 km/h, 40km/h and 50
km/5 respectively.




TOPGRD & COM HUB RELAY - USER GUIDE 2 _
\ smartmicro

Object simulation w

Specify the simulation properties

Mumber of abjects per lane

= 2 +
Lane name Object type Object speed [km/h]
Lane 1 () - 30.0 +
Lane 2 @o - 23.0 +
Lane 4 = - 40.0 +
Lane 5 LB - 50.4 +

Once Apply is selected, the sensor needs to be changed from “Live Traffic mode” to “Simulation”
mode on the top right of the screen, the simulation will be seen on the map, and the user will get
data in the form of outputs and statistical streams according to the simulation, and not according
to any live sensor detected data. An example of the simulation is seen below. As can be seen, the
simulation mode triggers the zone as well.
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D D
‘f_ o simulation v : Pl Koy

No traffic

M Live traffic

Versionno. 7.5.0.5

To get back live sensor detection, switch back to “Live traffic mode”.

5.1.5.5 PLC DIAGNOSTICS

In the PLC diagnostics tab, communication diagnostics about the COM HUB Relay as well as the
connected devices are provided as seen below.
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PLC diagnostics

Master Device - COM HUB

Link Status:

Ethernet Speed: 100M / FULL

Operation Mode: Master

Network Mode: Standalone
Advanced

Connected Devices

Device 1

MAC Address: 90:df:b7:01:b0:9¢
Transmitted packets: 0
Failed packets: 0

5.1.5.6  COM HUB RELAY DIAGNOSTICS

IF Address: 192.168.0.249

Subnet Mask: 255.255.255.0

MAC Address: 90:df:b7:02:3d:89
Fal

Diagnostical information about the COM HUB Relay is provided in this tab as pictured below.

COM HUB diagnostics

COM HUB Relay 8

Timestamp: 2025.23.09 09:46:35
Uptime: 0d 014841
CPU temperature: 308 [K]
System load
Memory usage: 8[%]
Load average Tmin: 0.02
Load average Smin: 0.03
Load average 15min: 0.00
Disk usage: 3 [%]
Sync Status
Reference name: sensorl
Number of timeouts: 0
Offset: 165 [us]

A
Firmware versions
Firmware version: 7.5.0.5
COM HUB DSP revision: 0x040100
COM HUB CIO revision: 0x030005

VPN Status
Last handshake:

The number of timeouts option highlighted informs the user about the performance of the time
synchronization. A non-zero number of timeouts must then be investigated as it can have several
causes such as, for instance, disturbances in communication or cabling.
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5.1.5.7  STATISTICAL DATA VIA MQTT STREAMS

Statistical data is available via MQTT streams and can be viewed by using a MQTT client application
such as MQTT Explorer. To log into MQTT Explorer, the credentials and settings seen in the image
below are used.

A

y

+  Connections

MQTT Connection

matt.eclipse.or ]
q IJ 22 g: - Name - .

1 maqtt.eclipse.org Validate certificate Encryption (tls)

test. mosquitto.org

M64 ' Protocal Haost

maqtt:/y/ - 192.168.12.2

®©

DELETE |§ L ADVANCED B seve (1) CONNECT

After logging in, the following streams are seen. Diagnostic data, triggering data, object data, and
statistical data are provided. For further information, see [2].

=  MQTT Explorer Q

¥ 192.168.12.2

ple-diagnostics = {"associated_devices":[{"failed_packets":0,"mac_address":"90:df:b7:01:b0:9c", "transmitted_packets":0}],"m
comhub-diagnostics = {"com_hub_cpu_temperature™308,"com_hub_version":{"com_hub_cio_ravision":"0x030005","com_hu
traffic-triggers-output = {"timestamp™"2025-09-23T07:43:49+00:00" "trigger_outputs™:[]}

traffic-statistic-output = {"interval_time":300,"timestamp”:"2025-09-23T07:43:36+00:00","zones":[{"reference_name":"zoneA"
P sensor-diagnostics (1 topic, 1479 meszages)

traffic-detections-pcs = {"detections"[]."reference_name":"sensor1”,"timestamp™:"2025-09-23T07:43:49+00:00"}

P sensor-alignment (1 topic, 1479 messages)

traffic-objects-lite = {"objects":[{"class™ "car","heading":-176.24853515625,"id":0,"length":4.5999999046 32568, "position":[24 £
traffic-objects = {"objects™[{"acceleration™0.0,"class""car”,"closest_lane""lane 1" "heading":-176.24853515625,"id™:0, " length’
P $5YS (53 topics, 283 messages)
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6 SETTINGS

The Settings tab provides several additional settings to configure the COM HUB Relay and the
displayed data according to user preferences, as well as allowing changes in connection. It can be
accessed from the Dashboard menu as highlighted.

{ smartmicro
o e

Settings

Genera

Real Time Clock
Wi-Fi

Object Colors
VPN Configuration
Designer Mode

. R
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6.1 GENERAL SETTINGS
A software reboot of the COM HUB Relay can be performed here.

General Settings

6.2 REAL TIME CLOCK

The time of the COM HUB Relay and the local computer time (system time) can be viewed here,
and the COM HUB Relay can be synchronized to the local computer time with the “sync system
time” button if necessary.

Real Time Clock

Synchronize COM HUB time with system time

System time

COM HUB time

Sync system time
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6.3 WIFI

The Wi-Fi settings to connect to the COM HUB Relay wirelessly can be seen and edited here. Once
connected to Wi-Fi with a device, the user can remotely connect to the COM HUB Relay by using
the COM HUB Relay's IP address.

Wi-Fi Settings

Wi-Fi SSID:
COMHUB_000005a4

WiFi password:
C356k-P9744-AEBDS-47jUS

Press the physical “WIFI” button on the COMHUB Relay (highlighted in orange below).

The “WIFI” LED indicator should now turn orange, indicating that the Wi-Fi capability has now
been switched on.

comHuB RELAY

www.smartmicro.com

uss JTAG
Vs

Lo USB /UART

After connecting to the Wi-Fi using the credentials above, the Traffic Web Ul of COM HUB Relay
can be reached at 192.168.10.1.

Page 39 of 44 | 29. October 2025
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6.4 OBJECT COLORS

In this setting, aesthetical options such as changing the color of the object classes, changing object
color based on length, and toggling the display of object classes and lengths can be configured
according to the user’s preference.

Object Colors

Show object classes
Show object lengths

Display object colors based on object class:
All

. ﬁ Pedestrians
< Bicycl
01‘5 Bicycle
. & Motorbike
W -
B Transporter
. B Shorttruck
. Gk Lengtruck

a0
l_'?J Undefined

Display detection colors based on sensor:
— All

. _:\\ Sensor 1
. _:\\ Sensor 2

_:‘\ Sensor 3

.:‘\ Sensor 4

-\ Sensor 5

Y
. _:\\ Sensor 6
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6.5 VPN CONFIGURATION
The VPN Configuration for the COM HUB Relay can be edited in this tab.

VPN Configuration

COM HUB info:

Public key

Server info:

+ Public key
* Server address

* Client IP address

o

Please note that only WireGuard VPN is supported. The COM HUB Relay operates as a WireGuard
client, and typically, the customer is responsible for providing a WireGuard VPN server.

However, if needed, access to the smartmicro WireGuard server remote connection can be
arranged upon request.

Before proceeding, please check with your IT department to confirm whether they can provide a
WireGuard VPN server. If not, kindly verify if you are allowed to install the WireGuard client on
your PC to connect to our server.
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6.6 DESIGNER MODE

This tab allows the user to enable creation of configurations for other types of COM HUB Relay.

Enable Designer Mode

Enable this toggle in order to create configurations for different types of COM HUB

=l

Once this is toggled on, navigate to the Configuration section from §5.1.3, and the following tab
will appear allowing the user to create configurations for other COM HUB types.

example

@ Device Type "

Device Type

COM HUE Sync PLC

COM HUE Relay 8

Page 42 of 44 | 29. October 2025
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7 ADDITIONAL SETTINGS

On the top right of the map, some additional settings are provided, which can be accessed by
pressing the gear icon.

4

Global units
Metric units

Imperial units

Download COM HUB logs

Visuals

Record data

These options are as follows:

Global units: Can be toggled between metric and imperial units

Download COM HUB Relay logs: Can be used to download COM HUB Relay logs to send to
smartmicro in case of any bugs or defects in detection.

Visuals: Allows for options such as toggling on and off the viewing of lanes.

Record data: Records data that can then be send to smartmicro developers for debugging
along with the logs. Records of up to 5 minutes are allowed

Sync system time: Allows the user to synchronize the COM HUB Relay with the local
computer time.

The ruler button toggles a ruler that is placed on the map.
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8 LEGAL DISCLAIMER NOTICE
This document is subject to change without notice.

The installation procedure, field test or other procedure described herein (“manual”) is a mere recommendation or proposal by
smartmicro for installing and/or implementing and/or otherwise using the product in generic/general applications. The

recommendations and proposals contained herein are believed to be accurate as of the stated date.

smartmicro disclaims any and all liability for any errors, inaccuracies or incompleteness contained in this manual or in any other
disclosure relating to the manual. In particular, the manual was designed for generic/general applications and has not been adapted

to a particular/specific purpose of use of the products.

Since the installation procedure, field test or other procedure may vary due to the specific applications and surroundings, smartmicro

makes no representations or warranties in relation to this manual or the information and test procedures provided herein.

The manual is provided solely for informational purposes. It is the customer’s/user’s responsibility to validate that the application
of the product is suitable for the customer’s/user’s particular/specific purpose. The installation procedure, field test or other
procedure for the products may deviate from statements made herein due to specific applications and/or surroundings. Therefore,
it is important that customer/user invents and certifies his own installation, test or other procedures to validate the performance of
the products in the particular/specific application before their commercialization. Although products are well optimized to be used
for the intended applications stated, it must also be understood by the customer/user that the detection probability may not be
100% and that the false alarm rate may not be zero. In case of uncertainties with the installation, test or other procedures, the

customer/user shall consult smartmicro, a certified distributor, a subsidiary or appropriate professional.

To the extent permitted by applicable law, smartmicro disclaims (i) any and all liability arising out of the application or use of the
manual or product, (i) any and all liability of damages exceeding direct damages, including - without limitation - indirect,

consequential or incidental damages.

Please note that the application of the product may be subject to standards or other regulations that may vary from country to
country. smartmicro does not guarantee that the use of products in the applications described herein will comply with such
regulations in any country. It is the customer’s/user’s responsibility to ensure that the use and installation of products comply with

the regulatory requirements of their markets.

If any provision of this disclaimer is, or is found to be, void or unenforceable under applicable law, that will not affect the validity or

enforceability of the other provisions of this disclaimer.




